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ApstrACT: Owners and managers of constructed facilities need help in optimizing protection
against natural hazards and terrorist acts that occur infrequently, but result in devastating dam-
ages. The World Trade Center and Pentagon attacks in 2001 magnified this need in the minds
of facility designers, constructors, owners, insurers, and occupants. This article describes a
three-step protocol for satisfying this need. Step 1 is to assess the risk of uncertain, costly, man-
made and natural hazards, including terrorism, floods, earthquakes, and fire. A summary of con-
structed facilities in the US, by type, number, and measures of area, establishes the potential for
damages. Described tools for evaluating risk are the Construction Industry Institute Security
Rating Index and the RAMPART software product. Step 2 is to identify alternative risk mitiga-
tion strategies, used singly or in combination, to reduce the expected value of damages from
such events. Potential strategies include engineering alternatives, management praclices, and
financial mechanisms. Step 3 is to evaluate the life-cycle economic effectiveness of alternative
mitigation strategies. Economic methods based on the American Society for Testing and
Materials (ASTM) standard practices and software for implementing the methods are described.
A case study for a typical commercial building shows how to measure outcomes from alternative
terrorist mitigation measures and choose the optimal protection package based on life-cycle cost
analysis. Single value estimates and sensitivity analysis descriptions of the economic measures

support a combination of renovation investments to protect the building.
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esigners, owners, managers, and
D occupants of constructed facilities in
the US are making dramatic changes
to the way they think about their facilities as a
result of the 11 September 2001 terrorist attacks
on the Pentagon and the World Trade Center.
The estimated 19 billion dollars of insured
property losses from that day's events was over
20 times the insured loss of the next most costly
terrorist event in the world, a bomb in London
in 1993, and over 150 times the insured loss of
the Oklahoma City bombing in the US in 1995.
Moreover, there were 3,132 lives that were lost
as a result of the four 9/11 plane crashes [5].
The magnitude of these losses is forcing
public and private owners and managers to
consider the potential terrorist threats against
the facilities for which they are responsible and
to plan for ways to avoid and mitigate any
damages resulting  from  terrorist actions.
FEmerging from this new focus on planning for
protection against terrorism is the realization
that it makes sense to evaluate all kinds of
disasters, man-made and natural, as a group.
Caosts for protection against multiple hazards
can be shared among the hazards protected
against, thereby reducing the cost for any single
form of protection. Or, looked at another way, a
given cost of protection can yield extra benefils
when considering multiple hazards.  For
example, a strengthened or hardened structural
bridge design provides protection against both

an earthquake and a terrorist explosive charge.
This spillover of benefits from one kind of
protection to another has highlighted the need
for a holistic approach to planning protection
against multiple hazards.

Purpose and Scope

This article presents a three-step protocol
for developing a risk-mitigation plan for
optimizing protection of constructed facilities.
This protocol helps users determine the
vulnerability of their facility to damages from
multiple, uncertain, disastrous events; identify
engineering, management, and financial
strategies for abating the risk of damages; and
use economic evaluation to select the optimum
package of risk mitigation strategies to protect
their facility.

A classification of hazard types, such as
chemical or explosive, identifies potential
problem events. A classification of sources of
potential hazards, natural and man-made,
informs facility managers as to the possible
origins of potential hazards. A summary of
constructed facilities, with statistics on number
of units and measures of area, provides
perspective on the eritical infrastructure at risk
in the US.

Explanations of selected risk assessment
tools help prospective users assess risks facing
their facility.  Examples of engineering,
management, and financial strategies help

readers identify approaches for abating the risk
of damages to their facilities. Descriptions of
economic methods and an economic evaluation
case study provide measures of economic merit
and an illustration of their use in arriving at the
optimal package of risk mitigation strategies.

The ultimate purpose is to help users select
the combination of disaster mitigation strategies
that minimize the sum of costs of protection and
expected value of damages. The threestep
protocol applies both to facilities in use, as well
as those on the drawing board.

Types and Consequences of Hazards to
Constructed Facilities

Constructed facilities are at risk of damage
from both natural and man-made hazards.
Mitigation of natural hazards is based on
improving protection and reducing damage.
Mitigation of man-made hazards is based on a
greater range of approaches: prevention,
detection, deterrence, and protection.

Natural Hazards

The risk of natural hazards varies across
geographic areas and from season to season.
Figure 1 provides data for the US on residential
and commercial property losses resulting from
flooding, high winds, earthquakes, wildfires, and
other natural hazards from 1996 to 2002.

Man-made Hazards

Like natural hazards, the risks of man-
made hazards may also vary from city to city and
year lo year. Assessment of some type of these
risks is complicated by the infrequency of event.
Man-made hazards to constructed facilities
include chemical, biological, radiological,
explosive (CBRE), or other threats. These
hazards are realized through industrial
accidents, arson and accidental fires, sabotage,
workplace violence, civil unrest, conventional
war, and terrorism. Man-made hazards vary by
intent (industrial accidents versus sabotage, for
example) and by scale. Small-scale terrorism
may involve a lone gunman, for example, in
contrast to larger-scale terrorist attacks intended
to inflict massive casualties, property
destruction, and psychological trauma among a
larger, more  geographically  dispersed
population.

Between 1975 and 2003, there have been
at least 28 significant CBRE man-made
incidents or attempts affecting US constructed
facilities domestically or overseas, according to
the US Department of State [16]. Of these
incidents, one was a radiological threat (1979
nuclear reactor accident at Three Mile Island),
one was a biological attack (2001 anthrax
contamination spread through the US Postal
Service), one was a chemical threat (1983 leak
at the Union Carbide pesticide plant in Bhopal,
India), and 25 involved explosives. The
explosive-type incidents ranged in scale from
letter bombs, to the rockelpropelled grenade
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